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Module Aims

This module will give students a broad grounding in the basics of security and digital
forensics. It will introduce students to technological security basics, beginning with physical
and environmental security factors and the identification and management of risks to security
and privacy. Upon competition of the module, students will be competent in discussing and
analysing security threats by evaluating the potential business impact, and be competent in
determining appropriate interventions and techniques to mitigate and monitor these risks. The
module also deals with forensics and provides students with exposure to data recovery
techniques that could be used in criminal investigation and data recovery scenarios.

Intended Learning Outcomes

Key skills for employability

KS1 Written, oral and media communication skills

KS2 Leadership, team working and networking skills

KS3 Opportunity, creativity and problem solving skills

KS4 Information technology skills and digital literacy

KS5 Information management skills

KS6 Research skills

KS7 Intercultural and sustainability skills

KS8 Career management skills

KS9 Learning to learn (managing personal and professional development, self-
management)

KS10 Numeracy

At the end of this module, students will be able to Key Skills
1 Discuss the computer security and forensic investigation igé Egi
landscape KS8 KS10
. . . . KS3 KS4
> Recognise and manage security and privacy threats using KS5 KS10
technological solutions
_ I KS1 KS4
3 Apply forensic investigation tools to recover and collate lost KS5 KS6
and hidden data KS10

Transferable skills and other attributes

. Personal motivation, organisation and time management
. Ability to collaborate and plan

. Written and verbal communication skills

. Research and analytical skills

Derogations

None.




Assessment:

Indicative Assessment Tasks:

Assessment is formed of two components: a class test, which will validate student acquisition
and understanding of theoretical principles that relate to computer security and forensics;
and a practical test, which will require students to demonstrate proficiency in configuring and
testing security mechanisms as well as applying forensic investigation skills to recover lost
data and form a case or profile under time-limited conditions. As such, the assignment
strategy supports the intentions of the learning outcomes: to ensure students have a
competent knowledge and understanding in Cyber Security and Forensic principles, but with
greater emphasis being placed upon their ability to implement these techniques and
technologies.

Learning P . Word count
ﬁsrsnebs;ment Outcomes to | Type of assessment \(/(;?ghtmg (Difuéigﬁg (or equivalent if
u be met 0 appropriate)
1 1 In-class test 30% 1 hour N/A
2 2,3 Coursework 70% N/A 3 hours

Learning and Teaching Strategies:

This module has an emphasis in the practical issues related to Cyber Security and Forensics
and will be delivered using a combination of formal lecturers, tutorials, practical
demonstrations and lab sessions. The split between theory and practical teaching and
learning is approximately 40% and 60% respectively. The formal delivery will be
supplemented by reading materials, such as academic papers and industry technology
reports, which will be made available via the University’s VLE.

Syllabus outline:

Threats and risks

Asset management and physical security
Risk management and security standards
Predictive business impact analysis
Viruses, malware and other nasty software
Authentication

Access control

Cryptography

Software security

Operating systems security

Phishing and email privacy

Security management

Forensic investigation

Data recovery and file analysis

Email and web forensics

Legal issues, cyber crime and ethics
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